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Using a Bluetooth device?

Your Bluetooth experience?



Using a Bluetooth scanner app?



Using a BLE sniffer, Wireshark?



- Scientific research PoC usually not very 
“user friendly”

- Custom boards, ridiculous stacks, …

Pentesting? Trying to re-create known attacks?

https://www.wired.com/story/google-fast-pair-bluetooth-audio-
accessories-vulnerability-patches/

BLE Spoofing 
Attack BLESA
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#BLE
#NFC

#RFID

#SDR

#embedded
#IoT

#HCE
#KNX



Bluetooth “Classic” vs Low Energy

https://www.bluetooth.com/learn-about-bluetooth/tech-overview/
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Moving towards the BLE

https://www.bluetooth.com/market-dashboard/#total

https://www.bluetooth.com/market-dashboard/#total
https://www.bluetooth.com/market-dashboard/#total
https://www.bluetooth.com/market-dashboard/#total


Two-way communication 
(e.g. app controls smart lock).
Starts with broadcast.

BLE operation modes

Broadcaster

Observers

Central Peripheral







Mobile app
• Rich UI, complex parsing/fingerprinting, …
• Uses phone’s BLE capabilities

Device library with dynamic scripts 

ESP32 “companion”
• Connect via WiFi or USB-C
• Scan/connect remotely
• Get more low-level details on packets 
• Simulate any device (optionally with 

display/buttons)
• Fully control the pairing parameters

Device Library

BLESPloit



Android: https://play.google.com/store/apps/details?id=it.blesplo.app

iOS: https://apps.apple.com/us/app/blesploit/id6787705285

BLE requires location/nearby permissions, but no location 
data is saved nor shared!

BLESPloit mobile application

https://blesplo.it/policies/app-privacy-policy/
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Local scan

Optional connection with ESP32

Scan results

Actions from the phone



BLE advertising

Broadcaster

Observers

Tap for more info



BLE advertising

Broadcaster

Observers



Short packets in Len Type Value format.

Sample packet broadcasted by iPhone:

02011a020a0c0aff4c001005231c301091

Advertising packets



Short packets in Len Type Value format.

Sample packet broadcasted by iPhone:

02011a020a0c0aff4c001005231c301091

Advertising packets

Length:02 Type: 01 Value: 1a



Short packets in Len Type Value format.

Sample packet broadcasted by iPhone:

02011a020a0c0aff4c001005231c301091

Advertising packets

Length:02 Type: 0a Value: 0c



Short packets in Len Type Value format.

Sample packet broadcasted by iPhone:

02011a020a0c0aff4c001005231c301091

Advertising packets

Length:0a Type: ff Value: 4c0010…



Type: Bluetooth specification

https://www.bluetooth.com/specifications/assigned-numbers/
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Defined in Bluetooth specification.

0x01 = Flags

0x0A = TX Power Level

…

0xFF = “Manufacturer specific”

Advertising types



Manufacturer specific data: Bluetooth specification

https://www.bluetooth.com/specifications/specs/core-specification-supplement-9/
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Short packets in Len Type Value format.

Sample packet broadcasted by iPhone:

02011a020a0c0aff4c001005231c301091

Advertising packets

Length:0a Type: ff Value: [Apple]1005…



Parsing



After parsing, packet can be optionally 
decoded by matching dynamic scripts

BLESPloit: packet decoding

RAW

PARSED

DECODED

0x02011a...

Flags, Manufacturer, …

Apple device state



Scripts in “Device Library” can match specific 
devices based on packet content (name, vendor, 
payload, structure, …).

Possible to enable/disable and edit, create own.

Dynamic scripts

Device Library



Apple dynamic scripts

Priority: 20 4c001005231c301091

Priority: 30 4c001005231c301091

02 (iBeacon)

12 (FindMy)



Apple nearby decoding



Simple definitions (pattern 
matching, …)
Organize structure (manifest, 
roles: observer, peripheral, 
central).
Optional script entry.
Priority: lower runs first (can be 
chained).

JSON



Should work on any platform (mobile, 
embedded, native, …)
Easy to script, short, simple to 
understand.
Don’t know Lua? Current programming 
language is English anyway…

Dynamic scripts: LUA



ADDING NEW DEVICE



Simple observation: Samsung soundbar



A small change in advertising payload ON vs OFF

0x4204834011 0x4204830111



Capture History



Device Library reference

https://blesplo.it/docs/device-library/
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SKILL.md for LLM

https://github.com/BLESPloit/device-library/blob/main/skills/blesploit-device-library-entry/SKILL.md
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Write decoder script



a

20 seconds later…



Will it work with other 
soundbars?

Maybe with TVs?

Let’s extend the dynamic 
observation with 
application reversing!

And now we can see the decoded state



Create new device

Live capture

Confirm against 
real targets

Reverse mobile 
app



Download apk (e.g. 
apkpure.com).

Older version also 
recommended (may 
decompile better).

Mobile app reversing 

https://apkpure.com/smartthings/com.samsung.android.oneconnect/

https://apkpure.com/smartthings/com.samsung.android.oneconnect/


Decompile app, export (jadx-gui)



Grant access to the whole decompiled folder
• Android Studio
• Claude Code CLI
• Cursor IDE
• …

Cursor: possible to switch models and mode (“Ask” for initial analysis) 

Agentic use

https://cursor.com/product

https://cursor.com/product


Open the folder, ask agent (cursor: Ask mode)



Samsung decoder



Is this a security issue?

signal visible in a 
standard phone

soundbar



CONNECTIONS



Two-way communication 
(e.g. app controls smart lock).
Starts with broadcast.

BLE operation modes

Broadcaster

Observers

Central Peripheral



BLE services and characteristics

“Central” (client) “Peripheral” (server)

Generic

Device Name 

Battery 

Battery level

Proprietary lock

State 

Control 

Read

Write (set)

Notify (update)

Service

Characteristic



Short, defined by Bluetooth spec, e.g.

0x1800 – Generic Access (mandatory)

0x2A00 – Device Name

0x180A – Device information (manufacturer 
name, model number...)

0x180F – Battery service

Long – for proprietary use

0x11111111-AABB-CCDD-EEEE-1234567890AB

- smart lock command

UUIDs (“file names”)

https://www.bluetooth.com/specifications/assigned-numbers/ 
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BLE services and characteristics

“Central” (client) “Peripheral” (server)

Generic

Device Name 

Battery 

Battery level

Proprietary lock

State 

Control 

Read

Write (set)

Notify (update)

Service

Characteristic

0x1800

0x2A00

0x180f

0x2A19

0x11111111-AABB-CCDD-…

0x21111111-AABB-CCDD-…

0x31111111-AABB-CCDD-…



For connectable devices:

“quick action”: run a matching script 
automatically

connect manually (opens Services 
Browser)

BLESPlo.it connect options

Matching scripts



iOS: “check ios model” 

Android: read device info

Phones

https://youtube.com/shorts/tiY5Onazs20

https://youtube.com/shorts/tiY5Onazs20


Often serial numbers, hardware revisions, model details, …

Read device info: wearables, gadgets



Model Number: Corona Tracer
Serial Number: 00909345
Firmware Revision: 0.4.14 (Jul 14 2021)
Software Revision: 2.2.4

Corona Tracer?



As opposed to Bluetooth Classic, link pairing in BLE is optional, and 
most devices don’t perform it.

Sometimes selected characteristics are protected (trigger pairing on 
access). Usually no protection for device info (name, serial number, …)

Often some proprietary application-layer protocol
• PIN / password protected
• Data encryption (shared key, …)
• Plain packets of specific format

Wait, what about the pairing?



Proprietary protocol

Sniff/MITM 
wireless

Dump/reverse 
firmware 

(static/dynamic)

Analyse mobile application 
(static/dynamic)



• Extract from your own phone 
(root).

• Download from alternative 
store (apkpure.com, apk-dl.com, 
…)

• Worth checking previous 
versions in case the current one 
is obfuscated

Get the Android mobile application apk

https://apkpure.com/rapidpower/com.zhongrun.robotdog

https://apkpure.com/rapidpower/com.zhongrun.robotdog


Jadx-gui, bytecode-
viewer, …

Decompile the Android mobile application



1. Decompile and export 

2. Load the folder in your agent

3. Ask to explain how it works

Export





Q: Write a dynamic menu script for the BLESPloit
application that controls the dog

Ask agent to write BLESPloit script



Demo 

https://youtu.be/g5mr9TURWvI

https://youtu.be/g5mr9TURWvI


We could just use the official application – there was no auth / pairing…
• Not always obvious what application to use. BLESPlo.it = The One 

App To Rule Them All!
• Few lines of LUA vs heavy proprietary app
• We may want to send some invalid commands

That’s fine, but why?



Humanoid robots



Robot architecture

https://arxiv.org/pdf/2509.14139 Cybersecurity AI: Humanoid Robots as Attack Vectors Víctor Mayoral-Vilches, Andreas Makris and Kevin Finisterre

WiFi password provision 
via Bluetooth

https://arxiv.org/pdf/2509.14139


BLE vulnerability in wifi provisioning

https://arxiv.org/pdf/2509.14139 Cybersecurity AI: Humanoid Robots as Attack Vectors Víctor Mayoral-Vilches, Andreas Makris and Kevin Finisterre

https://github.com/bin4ry/UniPwn

;$(reboot –f);#
as wifi SSID or pass

https://arxiv.org/pdf/2509.14139
https://github.com/bin4ry/UniPwn


The “hack”: 
1. Download app
2. Use default 1234 pin 
3. Upload your own recording

The whole “security” was based on 
the fact that it was not obvious which 
app to use (and that there is an app).

Did they just change the pin?

An “unofficial” app could brute PIN 
combinations or bypass the 
authentication.  

Just use the application?

https://gizmodo.com/crosswalks-in-silicon-valley-hacked-to-talk-like-musk-
and-zuckerberg-2000589013
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The Polara protocol reverse



Who would have expected faucets have Bluetooth…

CVE-2021-20107: unauthenticated BLE interface.

Faucets at BlackHat in Mandalay Bay



Faucets in Mandalay Bay



I have absolutely nothing to do 
with this!

The broken faucet is just a coincidence…



BTW Las Vegas: casinos also have Bluetooth



Installed here at Las Vegas airport.
2018: RCE (CVE-2018-7080, BleedingBit.
2026: just expose the administrative console via BLE.
Default pass printed on the label (hopefully changed)

Aruba access points



E-Rikshaw viral last month 

https://timesofindia.indiatimes.com/india/explained-the-app-that-can-stop-an-e-rickshaw-and-why-it-has-exposed-a-
bigger-cybersecurity-risk/articleshow/132236387.cms
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Chinese battery comes with a 
Bluetooth-enabled BMS managed 
by an app.

By default it’s not protected, 
anyone in range can control (e.g. 
shut down) the battery.

E-Rikshaw: supply chain problem

https://timesofindia.indiatimes.com/videos/news/bluetooth-security-flaw-in-
some-e-rickshaw-batteries-allows-remote-shutdown-
reports/videoshow/132153678.cms
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Ban the applications!

Congratulation, problem 
solved!

The Indian government’s solution
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stop-e-rickshaws-in-delhi-bat-bms-epoch-li-ion-e-rickshaw-prank-11721450
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BAT-BMS reversing



BAT-BMS protocol



By the way Indian government and Bluetooth

https://cyberinsider.com/github-ordered-to-remove-decentralized-messaging-app-bitchat-in-india/

https://x.com/jack/status/2080565084586135773
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Also by the way: implementing BitChat in BLESPloit took 4m10s



BitChat in BLESPloit



2026.07: KARR Security
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A single shared key controls all the vehicles (engine, doors, lights, horn) 

https://www.youtube.com/watch?v=FwA3CuJxbk4

https://www.youtube.com/watch?v=FwA3CuJxbk4


Protocol reverse



The app wraps .NET into Android ….

Wait, what took you so long?



So the agent developed new tools to parse it…



We’ll start with simple “Observer” that would decode the 
advertisements, and a matching “Peripheral” for testing

Now let’s make a BLESPloit script for it



Works on sim, confirmed also on real signals in Las Vegas



How about “central” script to control the car?



Turns out the keys are on the server…



…but LLM + easy to use app may shift the risk impact significantly.

Risk assessment according to vendor

https://www.youtube.com/watch?v=FwA3CuJxbk4

https://www.youtube.com/watch?v=FwA3CuJxbk4


Fast pair: let’s make it “magically” easy

https://developers.google.com/nearby/fast-pair/specifications/introduction
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https://developers.google.com/nearby/fast-pair/specifications/introduction


Fast Pair

Pairing mode

Broadcast device id
Query ID

Device information

Simplified pairing

Model name
Picture
Public Key
…

2cfe0037dcda99
1800

Optionally add to Find Hub



Broadcast advertisements simulating many 
pairing devices.

User unable to control the phone (popups).

Invalid packets crashed iPhone.

Spotted at Defcon 2023,  then many 
implementations (Python, ESP32, Flipper, 
Android, …)

Spam (Google Fast Pair, Apple Quick Pair)

https://ca.finance.yahoo.com/news/hacking-device-
flipper-zero-spam-184119946.html

https://ca.finance.yahoo.com/news/hacking-device-flipper-zero-spam-184119946.html
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BTW: BLESPlo.it detecting flippers



Wigle: search flippers in BT data



The Fast Pair Adoption Process

https://developers.google.com/nearby/fast-pair/landing-page
https://developers.google.com/nearby/fast-pair/system-integrator-roles-and-responsibilities
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Google Fast Pair: involved parties

defines protocol and certification process

applies for certification

partner (OEM)

3rd Party Lab Certification



Fast Pair

Pairing mode

Broadcast device id
Query ID

Device information

Simplified pairing

Model name
Picture
Public Key
…

2cfe0037dcda99
1800

Optionally add to Find Hub

Normal mode

Simplified pairing

Optionally add to Find Hub



https://www.wired.com/story/google-fast-pair-
bluetooth-audio-accessories-vulnerability-patches/

https://whisperpair.eu

https://www.wired.com/story/google-fast-pair-bluetooth-audio-accessories-vulnerability-patches/
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WhisperPair in BLESPloit



The check performs an encrypted write to the Fast Pair 
characteristic, based on devices’ public key. 

BLESPloit contains several keys from WhisperPair tool 
(https://github.com/KULeuven-COSIC/WhisperPair/)

If device does not return ID, select manually:

WhisperPair check in BLESPloit

https://github.com/KULeuven-COSIC/WhisperPair/
https://github.com/KULeuven-COSIC/WhisperPair/
https://github.com/KULeuven-COSIC/WhisperPair/


Supply chain

defines protocol and certification process

applies for certification

partner (OEM)

3rd Party Lab Certification



Airoha

Component used in major brands 
headsets: Sony, Bose, Marshall, JBL, 
Jabra, …

Unauthenticated access to internal 
memory via proprietary protocol
• Extract encryption keys, other data 
• Hijack calls
• Remote control voice assistants
• Arbitrary code execution

https://www.heise.de/en/news/Zero-day-Bluetooth-gap-turns-millions-of-headphones-into-listening-
stations-10460704.html

https://troopers.de/downloads/troopers25/TR25_Headp
hone_Jacking_FBNB8Y.pdf

More info:
https://insinuator.net/2025/12/bluetooth-headphone-jacking-full-
disclosure-of-airoha-race-vulnerabilities/

https://www.heise.de/en/news/Zero-day-Bluetooth-gap-turns-millions-of-headphones-into-listening-stations-10460704.html
https://www.heise.de/en/news/Zero-day-Bluetooth-gap-turns-millions-of-headphones-into-listening-stations-10460704.html
https://www.heise.de/en/news/Zero-day-Bluetooth-gap-turns-millions-of-headphones-into-listening-stations-10460704.html
https://www.heise.de/en/news/Zero-day-Bluetooth-gap-turns-millions-of-headphones-into-listening-stations-10460704.html
https://www.heise.de/en/news/Zero-day-Bluetooth-gap-turns-millions-of-headphones-into-listening-stations-10460704.html
https://www.heise.de/en/news/Zero-day-Bluetooth-gap-turns-millions-of-headphones-into-listening-stations-10460704.html
https://www.heise.de/en/news/Zero-day-Bluetooth-gap-turns-millions-of-headphones-into-listening-stations-10460704.html
https://www.heise.de/en/news/Zero-day-Bluetooth-gap-turns-millions-of-headphones-into-listening-stations-10460704.html
https://www.heise.de/en/news/Zero-day-Bluetooth-gap-turns-millions-of-headphones-into-listening-stations-10460704.html
https://www.heise.de/en/news/Zero-day-Bluetooth-gap-turns-millions-of-headphones-into-listening-stations-10460704.html
https://www.heise.de/en/news/Zero-day-Bluetooth-gap-turns-millions-of-headphones-into-listening-stations-10460704.html
https://www.heise.de/en/news/Zero-day-Bluetooth-gap-turns-millions-of-headphones-into-listening-stations-10460704.html
https://www.heise.de/en/news/Zero-day-Bluetooth-gap-turns-millions-of-headphones-into-listening-stations-10460704.html
https://www.heise.de/en/news/Zero-day-Bluetooth-gap-turns-millions-of-headphones-into-listening-stations-10460704.html
https://www.heise.de/en/news/Zero-day-Bluetooth-gap-turns-millions-of-headphones-into-listening-stations-10460704.html
https://www.heise.de/en/news/Zero-day-Bluetooth-gap-turns-millions-of-headphones-into-listening-stations-10460704.html
https://www.heise.de/en/news/Zero-day-Bluetooth-gap-turns-millions-of-headphones-into-listening-stations-10460704.html
https://www.heise.de/en/news/Zero-day-Bluetooth-gap-turns-millions-of-headphones-into-listening-stations-10460704.html
https://www.heise.de/en/news/Zero-day-Bluetooth-gap-turns-millions-of-headphones-into-listening-stations-10460704.html
https://www.heise.de/en/news/Zero-day-Bluetooth-gap-turns-millions-of-headphones-into-listening-stations-10460704.html
https://www.heise.de/en/news/Zero-day-Bluetooth-gap-turns-millions-of-headphones-into-listening-stations-10460704.html
https://www.heise.de/en/news/Zero-day-Bluetooth-gap-turns-millions-of-headphones-into-listening-stations-10460704.html
https://www.heise.de/en/news/Zero-day-Bluetooth-gap-turns-millions-of-headphones-into-listening-stations-10460704.html
https://troopers.de/downloads/troopers25/TR25_Headphone_Jacking_FBNB8Y.pdf
https://troopers.de/downloads/troopers25/TR25_Headphone_Jacking_FBNB8Y.pdf
https://insinuator.net/2025/12/bluetooth-headphone-jacking-full-disclosure-of-airoha-race-vulnerabilities/
https://insinuator.net/2025/12/bluetooth-headphone-jacking-full-disclosure-of-airoha-race-vulnerabilities/
https://insinuator.net/2025/12/bluetooth-headphone-jacking-full-disclosure-of-airoha-race-vulnerabilities/
https://insinuator.net/2025/12/bluetooth-headphone-jacking-full-disclosure-of-airoha-race-vulnerabilities/
https://insinuator.net/2025/12/bluetooth-headphone-jacking-full-disclosure-of-airoha-race-vulnerabilities/
https://insinuator.net/2025/12/bluetooth-headphone-jacking-full-disclosure-of-airoha-race-vulnerabilities/
https://insinuator.net/2025/12/bluetooth-headphone-jacking-full-disclosure-of-airoha-race-vulnerabilities/
https://insinuator.net/2025/12/bluetooth-headphone-jacking-full-disclosure-of-airoha-race-vulnerabilities/
https://insinuator.net/2025/12/bluetooth-headphone-jacking-full-disclosure-of-airoha-race-vulnerabilities/
https://insinuator.net/2025/12/bluetooth-headphone-jacking-full-disclosure-of-airoha-race-vulnerabilities/
https://insinuator.net/2025/12/bluetooth-headphone-jacking-full-disclosure-of-airoha-race-vulnerabilities/
https://insinuator.net/2025/12/bluetooth-headphone-jacking-full-disclosure-of-airoha-race-vulnerabilities/
https://insinuator.net/2025/12/bluetooth-headphone-jacking-full-disclosure-of-airoha-race-vulnerabilities/
https://insinuator.net/2025/12/bluetooth-headphone-jacking-full-disclosure-of-airoha-race-vulnerabilities/
https://insinuator.net/2025/12/bluetooth-headphone-jacking-full-disclosure-of-airoha-race-vulnerabilities/
https://insinuator.net/2025/12/bluetooth-headphone-jacking-full-disclosure-of-airoha-race-vulnerabilities/
https://insinuator.net/2025/12/bluetooth-headphone-jacking-full-disclosure-of-airoha-race-vulnerabilities/


Airoha BLESPlo.it: quick action or manual

1. subscribe

2. write

Annotations for 
proprietary UUID



Patched Sony headset
Pairing enforced on attempt to access 

Airoha characteristic



EXTERNAL ESP32



• Connect via WiFi or USB-C ethernet
• Works from app or standalone www
• Scan/connect remotely
• Get more low-level details on packets 
• Simulate any device (optionally with 

display/buttons)
• Fully control the pairing parameters
• Relays and more coming next

BLESPlo.it: ESP32 “companion”



Currently supported hardware (more to come)

Lilygo T-QT-PRO
S3FN4R2 - 2M PSRAM 
4M flash
(NOT S3FN8!)
1M for devices

M5Stack M5StickS3
8M PSRAM
8M flash
5M for devices

Any ESP32S3
No need for PSRAM
No display (simulation 
status in web/mobile UI)
1M for devices



Firmware can be flashed using:
• Android application: connect via USB-C directly to your phone.
• Web flasher via browser (should work on any laptop)
• Manual command-line (e.g. esptool.py) 

Image versions
• “merged” – overwrite the whole memory (reset settings, …) – first flash
• “application” – just update the app and keep settings

More information:

https://blesplo.it/docs/esp32/flashing/

Flashing BLESPloit firmware

https://blesplo.it/docs/esp32/flashing/


Android



1. Wifi (2.4GHz only)
• After flashing it starts in AP mode, ssid: 

BLESPlo.it_AABB, pass: BLESPlo.it
• Possible to adjust (STA, other AP, …)

2. USB ethernet
• Android, iPhone, laptop, …

3. USB serial debug console (second USB device)
• From the Android phone directly or from laptop 

(115200 baud)

Connecting to ESP32



Wifi connection from the app



WiFi takes significant amount of power and 
memory. Preferably connect via USB-C Ethernet 
(directly to the phone)

USB Ethernet



You can access ESP32 directly (web interface) – also from your laptop
• Wifi AP: http://192.168.4.1 (or your IP in STA)
• Local USB: http://192.168.5.1

Direct web interface

http://192.168.4.1/
http://192.168.5.1/


Web interface: possible to use from laptop (wifi or USB eth)



USB-C model: connect directly

Lightning: adapter needed, look for “Lightning USB OTG Camera”

iPhone USB

Nope Careful, may overheat Most stable



iOS limits BLE access for applications  
• No “raw” advertisements
• Some fields stripped (e.g. beacon, 

nearby, …)
• Limited services after connecting

BLESploit ESP32 solves this problem

Super-powers for iPhone



Scan: works like local but using ESP32 Bluetooth 
adapter remotely (works also via Internet).

Remotely scan, connect, control devices 
(“Bluetooth proxy”). Full relay coming next.

Remote Scan

WiFi



Remote Sim 

Simulate any BLE device on ESP32

• Test application without the need to have real hardware

• Prototype, test tools in a stable environment

• Simply capture application traffic in various device states

• Remove link-layer pairing (app will not notice).

• Attack the mobile app by malicious device

Several example “peripheral” profiles in the Device Library



Create a new “clone” in < 60s

1. Scan the original device

• The advertisement is saved as soon as you 
tap on it

• The services+characteristics are saved after 
connection 

2. Select “Create device library entry”

3. Upload to ESP32

https://youtube.com/shorts/mMpj99VAb_4

https://youtube.com/shorts/mMpj99VAb_4


The original application connects to the clone, grab the trace



Proprietary protocol

Sniff/MITM 
wireless

Dump/reverse 
firmware 

(static/dynamic)

Analyse mobile application 
(static/dynamic)

Capture the packets 
on the phone



Dump/reverse 
firmware 

(static/dynamic)

Proprietary protocol

Sniff/MITM 
wireless

Analyse mobile application 
(static/dynamic)

Capture the packets 
on the phone

Simulate original 
device to capture 
the data from app



ON/OFF: CC2333 / CC2433

Change color: 5618FF0000F0AA

Figure out the commands



BLE address can be Public or Random (Static, Resolvable, Non-
Resolvable) – defined in the top 2 bits.

A small patch on NimBLE allows to set any arbitrary value as Random.

In majority of situations such cloned address is the same for the phone 
that connects to the device.

Cloning the BDADDR



Extend to add graphics, buttons, logic, …

Simulation “canvas” –
updated by dynamic scripts

Optional “local” buttons –
simulate on-device interface 

(e.g. light switch)

Trace of all the incoming 
packets



Demo

https://www.youtube.com/watch?v=zUJHDkzPpjU

https://www.youtube.com/watch?v=zUJHDkzPpjU


Demo - scripts



Many sample devices available in the library 



Demo: simulate the robotic dog

https://www.youtube.com/watch?v=g5mr9TURWvI

https://www.youtube.com/watch?v=g5mr9TURWvI


Direct web interface simulation status

Direct web 
interface (no 
need for app)



Realov Vibe: official app

https://play.google.com/store/apps/details?id=cn.ble.realov_new

https://play.google.com/store/apps/details?id=cn.ble.realov_new


Use BLESPlo.it scripts
simulate

Quick actions



Ferrari SF-24

https://en.wikipedia.org/wiki/Ferrari_SF-24

https://en.wikipedia.org/wiki/Ferrari_SF-24
https://en.wikipedia.org/wiki/Ferrari_SF-24
https://en.wikipedia.org/wiki/Ferrari_SF-24


Our simplified target…



Shell Racing Legends (note: NOT “Shell Racing”)

https://play.google.com/store/apps/details?id=com.TDF.ShellRacingLegends

https://apps.apple.com/pl/app/shell-racing-legends/id1578287269

Another application - Carbon RC 
https://play.google.com/store/apps/details?id=com.bt.car

Original application

https://play.google.com/store/apps/details?id=com.TDF.ShellRacingLegends
https://apps.apple.com/pl/app/shell-racing-legends/id1578287269
https://apps.apple.com/pl/app/shell-racing-legends/id1578287269
https://apps.apple.com/pl/app/shell-racing-legends/id1578287269
https://apps.apple.com/pl/app/shell-racing-legends/id1578287269
https://apps.apple.com/pl/app/shell-racing-legends/id1578287269
https://play.google.com/store/apps/details?id=com.bt.car


Simulate, observe packets, try to replay, …



2023: LeHack’23:Vulnerability Analysis of a BLE Padlock 
(Orlaine Guetsa, Alexandre Goncalves, Morgan Yaklehef)
https://www.youtube.com/watch?v=PmokIaUQvXs
https://lehack.org/track/vulnerability-analysis-of-a-bluetooth-low-energy-
padlock/

2023: I submitted IDOR (get any lock PIN from server) to 
the vendor, no response so far.

2024: “Open, Sesame!” - Unlocking Bluetooth LE padlocks 
with polite requests. Alex Pettifer, Milosz Gaczkowski
https://labs.reversec.com/posts/2024/02/multiple-vulnerabilities-in-
elinksmart-padlocks

https://www.youtube.com/watch?v=1JDqhzQCtAA

2025: hextree.io free “Android Bluetooth reversing course” 
based on this lock https://app.hextree.io/map/android

“Perfect security” smart lock with great vulnerabilities

https://www.youtube.com/watch?v=PmokIaUQvXs
https://lehack.org/track/vulnerability-analysis-of-a-bluetooth-low-energy-padlock/
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Simulate headset to test WhisperPair, Airoha, …

https://www.youtube.com/watch?v=m_757sqfw_Q

https://www.youtube.com/watch?v=m_757sqfw_Q


Device Library

Scan/control remotely 
(“Bluetooth proxy”) 

Scan, fingerprint, 
decode, script, 

control proprietary 
protocols, create 

custom interfaces… Clone / simulate any 
BLE device

Probe pairing
Direct web 
interface

Compatible with 
WHAD (python)

Starting $5

Test vulnerabilities and attacks in 
a controlled environment

The One App To 
Rule Them All



Now your turn!

Help unravel the “Unknown” and expand 
Device Library

Even if you just scan the original device and 
let us take from there.



How to create a BLESPloit device

https://blesplo.it/docs/howto/create_blesploit_device/

Sample process step-by-step based on a smart toothbrush

https://blesplo.it/docs/howto/create_blesploit_device/


Test only devices you own or have been 
explicitly authorized.

Medical devices may cause real harm!

https://blesplo.it/policies/responsible-use-policy/

Responsible Use

https://preview.blesplo.it/policies/responsible-use-policy/
https://preview.blesplo.it/policies/responsible-use-policy/
https://preview.blesplo.it/policies/responsible-use-policy/
https://preview.blesplo.it/policies/responsible-use-policy/
https://preview.blesplo.it/policies/responsible-use-policy/


Mobile app open-source

Bug fixes! Don’t give me one star, send me the bug and I’ll fix it!

Grow the Device Library. Help appreciated!

Remote relays.

Pairing probe/bypass.

Low level control over the ESP32 chip (NimBLE patch has limitations).

Integration with other fingerprinting sources.

What comes next?



Come to the Embedded Systems Village!

Trainings: BlackHat, next up India, EU, private,…

https://blesplo.it these slides, more docs,… 

https://github.com/BLESPloit

https://discord.gg/YaauZqG8d8

https://linkedin.com/in/slawomirjasek

https://bsky.app/profile/blesplo.it

Follow-up

https://blesplo.it/
https://github.com/blesploit
https://discord.gg/YaauZqG8d8
https://linkedin.com/in/slawomirjasek
https://bsky.app/profile/blesplo.it
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